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 The worst foreign-policy decision by the 

United States of the last generation – and perhaps 

longer – was the “war of choice” that it launched 

in Iraq in 2003 for the stated purpose of 

eliminating weapons of mass destruction that did 

not, in fact, exist. Understanding the illogic 

behind that disastrous decision has never been 

more relevant, because it is being used to justify 

a similarly misguided US policy today. 

 The decision to invade Iraq followed the 

illogic of then-US vice-president Richard 

Cheney, who declared that even if the risk of 

WMD falling into terrorist hands was tiny – say, 

1% – we should act as if that scenario would 

certainly occur. 

 Such reasoning is guaranteed to lead to 

wrong decisions more often than not. Yet the US 

and some of its allies are now using the Cheney 

Doctrine to attack Chinese technology. The US 

government argues that because we can’t know 

with certainty that Chinese technologies are safe, 

we should act as if they are certainly dangerous 

and bar them. 

 Proper decision-making applies 

probability estimates to alternative actions. A 

generation ago, US policymakers should have 

considered not only the (alleged) 1% risk of 

WMD falling into terrorist hands, but also the 

99% risk of a war based on flawed premises. By 

focusing only on the 1% risk, Cheney (and many 

others) distracted the public’s attention from the 

much greater likelihood that the Iraq war lacked 

justification and that it would gravely destabilize 

the Middle East and global politics. 

 The problem with the Cheney Doctrine is 

not only that it dictates taking actions predicated 

on small risks without considering the potentially 

very high costs. Politicians are tempted to whip 

up fears for ulterior purposes. 

 That is what US leaders are doing again: 

creating a panic over Chinese technology 

companies by raising, and exaggerating, tiny 

risks. The most pertinent case (but not the only 

one) is the US government attack on the wireless 

broadband company Huawei. The US is closing 

its markets to the company and trying hard to shut 

down its business around the world. As with Iraq, 

the US could end up creating a geopolitical 

disaster for no reason. 

 I have followed Huawei’s technological 

advances and work in developing countries, as I 

believe that fifth generation (5G) and other digital 

technologies offer a huge boost to ending poverty 

and other Sustainable Development Goals. I have 

similarly interacted with other telecom 

companies and encouraged the industry to step up 

actions for the United Nations’ SDGs. When I 

wrote a short foreword (without compensation) 

for a Huawei report on the topic, and was 

criticized by foes of China, I asked top industry 

and government officials for evidence of 

wayward activities by Huawei. I heard repeatedly 

that Huawei behaves no differently than trusted 

industry leaders. 
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 The US government nonetheless argues 

that Huawei’s 5G equipment could undermine 

global security. A “back door” in Huawei’s 

software or hardware, US officials claim, could 

enable the Chinese government to engage in 

surveillance around the world. After all, US 

officials note, China’s laws require Chinese 

companies to cooperate with the government for 

purposes of national security. 

 Given the technology’s importance for 

their sustainable development, low-income 

economies around the world would be foolhardy 

to reject an early 5G rollout. Yet despite 

providing no evidence of back doors, the US is 

telling the world to stay away from Huawei 

 Now, the facts are these. Huawei’s 5G 

equipment is low-cost and high-quality, currently 

ahead of many competitors, and already rolling 

out. Its high performance results from years of 

substantial spending on research and 

development, scale economies, and learning by 

doing in the Chinese digital marketplace. Given 

the technology’s importance for their sustainable 

development, low-income economies around the 

world would be foolhardy to reject an early 5G 

rollout. 

 Yet despite providing no evidence of 

back doors, the US is telling the world to stay 

away from Huawei. The US claims are generic. 

As a US Federal Communications Commissioner 

put it, “The country that owns 5G will own 

innovations and set the standards for the rest of 

the world, and that country is currently not likely 

to be the United States.” Other countries, most 

notably the United Kingdom, have found no back 

doors in Huawei’s hardware and software. Even 

if back doors were discovered later, they could 

almost surely be closed at that point. 

 The debate over Huawei rages in 

Germany, where the US government threatens to 

curtail intelligence cooperation unless the 

authorities exclude Huawei’s 5G technology. 

Perhaps as a result of the US pressure, Germany’s 

spy chief recently made a claim tantamount to the 

Cheney Doctrine: “Infrastructure is not a suitable 

area for a group that cannot be trusted fully.” He 

offered no evidence of specific misdeeds. 

Chancellor Angela Merkel, by contrast, is 

fighting behind the scenes to leave the market 

open for Huawei. 

Ironically, though predictably, the US complaints 

partly reflect America’s own surveillance 

activities at home and abroad. Chinese equipment 

might make secret surveillance by the US 

government more difficult. But unwarranted 

surveillance by any government should be ended. 

Independent UN monitoring to curtail such 

activities should become part of the global 

telecommunications system. In short, we should 

choose diplomacy and institutional safeguards, 

not a technology war. 

 The threat of US demands to blockade 

Huawei concerns more than the early rollout of 

the 5G network. The risks to the rules-based 

trading system are profound. Now that the US is 

no longer the world’s undisputed technology 

leader, President Donald Trump and his advisers 

don’t want to compete according to a rules-based 

system. Their goal is to contain China’s 

technological rise. Their simultaneous attempt to 

neutralize the World Trade Organization by 

disabling its dispute settlement system shows the 

same disdain for global rules. 

 If the Trump administration “succeeds” 

in dividing the world into separate technology 

camps, the risks of future conflicts will multiply. 

The US championed open trade after World War 

II not only to boost global efficiency and expand 

markets for American technology, but also to 

reverse the collapse of international trade in the 

1930s. That collapse stemmed in part from 

protectionist tariffs imposed by the US under the 

1930 Smoot-Hawley Act, which amplified the 

Great Depression, in turn contributing to the rise 

of Adolf Hitler and, ultimately, the outbreak of 

World War II. 

 In international affairs, no less than in 

other domains, stoking fears and acting on them, 

rather than on the evidence, is the path to ruin. 

Let’s stick to rationality, evidence and rules as the 
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safest course of action. And let us create 

independent monitors to curtail the threat of any 

country using global networks for surveillance of 

or cyberwarfare on others. That way, the world 

can get on with the urgent task of harnessing 

breakthrough digital technologies for the global 

good. 
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Editor’s Note: 

The One Percent Doctrine 

Excerpted from Wikipedia, the free encyclopedia 

https://en.wikipedia.org/wiki/The_One_Percent_Doctrine 

 

 The One Percent Doctrine (ISBN 0-7432-7109-2) is a nonfiction book by Pulitzer 

Prize–winning journalist[1] Ron Suskind about America's hunt for terrorists since 

September 11th, 2001. On July 24, 2006, it reached number 3 on the New York Times 

Best Seller list.[2] 

 It assesses the ways in which American counter-terrorism agencies are working to 

combat terrorist groups. In the narrative, Suskind criticizes the Bush administration for 

formulating its terrorism policies based on political goals rather than geopolitical 

realities. 

 The title comes from a story within the book in which Vice President Dick Cheney 

describes the Bush administration's doctrine on dealing with terrorism:  

“ If there's a 1% chance that Pakistani scientists are helping al-Qaeda build 

or develop a nuclear weapon, we have to treat it as a certainty in terms of our 

response. It's not about our analysis ... It's about our response. ” 

 The One Percent doctrine (also called the Cheney doctrine) was created in November 

2001 (no exact date is given) during a briefing given by then-CIA Director George Tenet 

and an unnamed briefer to U.S. Vice President Dick Cheney and then-National Security 

Adviser Condoleezza Rice in response to worries that a Pakistani scientist was offering 

nuclear weapons expertise to Al Qaeda after the September 11th, 2001 terrorist attack. 

Responding to the thought that Al Qaeda might want to acquire a nuclear weapon, 

Cheney observed that the U.S. had to confront a new type of threat, a "low-probability, 

high-impact event" as he described it. 

https://www.asiatimes.com/author/jeffrey-d-sachs/
https://en.wikipedia.org/wiki/The_One_Percent_Doctrine
https://en.wikipedia.org/wiki/Special:BookSources/0-7432-7109-2
https://en.wikipedia.org/wiki/Pulitzer_Prize
https://en.wikipedia.org/wiki/Pulitzer_Prize
https://en.wikipedia.org/wiki/Ron_Suskind
https://en.wikipedia.org/wiki/Terrorists
https://en.wikipedia.org/wiki/September_11,_2001_attacks
https://en.wikipedia.org/wiki/The_New_York_Times
https://en.wikipedia.org/wiki/Counter-terrorism
https://en.wikipedia.org/wiki/Terrorists
https://en.wikipedia.org/wiki/George_W._Bush
https://en.wikipedia.org/wiki/Dick_Cheney
https://en.wikipedia.org/wiki/George_Tenet
https://en.wikipedia.org/wiki/Condoleezza_Rice
https://www.asiatimes.com/author/jeffrey-d-sachs/

